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ABSTRACT: Data integration is a crucial requirement for Industrial Internet of Things (l110T) applications involving
very large data volumes generated by multiple sensors and devices. With the aim of timesensitive access to valuable
information, both distributed and centralized edge-cloud paradigms are considered. Edge-to-cloud data integration
applies the principles of data ingestion, analysis, and storage across the entire edge-cloud ecosystem. Ephemeral data
management reflects the transient nature of edge-centred processing that leverages the temporal proximity of computation
and data source. Data quality, security, and compliance encompass privacy-preserving mechanisms. Further recognised
aspects of an appropriate data integration model are computational offload and resource allocation over the edge-cloud
infrastructure. The analysis is illustrated by means of representative solutions. Edge-cloud integration of Industrial loT
data bridges the requirements of latency-sensitive use cases with the need for system-wide orchestration and management.

The Internet of Things (10T) and the Industrial Internet of Things (I10T) comprise a large number of devices and sensors
that continuously generate an unprecedented amount of data. The data can be collected, analysed, and aggregated in or
around the places of generation, such as factories, power plants, or automatically guided vehicle systems, and used for
autonomous fault detection and localization, predictive maintenance, resource utilization optimization, and process
improvement. For low-latency use cases, such as anomaly detection requiring high frequency computation (not
necessarily high processing requirements), data can be processed at the edge (the proximity of the sensor) for real-time
responses. However, many use cases with high latency tolerance (e.g. predictive maintenance and resource utilization
optimization) require data to be sent to the cloud, where an orchestration mechanism executes the appropriate tasks.
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Ephemeral Data Management, Distributed Data Ingestion Architectures, Edge Computing for Real-Time Analytics,
Cloud-Based loT Orchestration, Computational Offloading Strategies, Resource Allocation in Edge—Cloud Systems,
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I. INTRODUCTION

Both industry and academia are interested in modeling data integration processes between cloud services and edge
devices in the context of 10T. Temporal and/or spatience data are generated by smart sensors and transported to the Cloud
or backend for further storage, processing or analysis. In a short time interval, high volumes of information are produced,
which lead to limitations in the time latency, bandwidth, and power capacity of the devices. Thus, mainly middleware
oriented systems are developed to transfer data for Cloud storage and further analysis. Ephemeral data, such as video
recording streams from Monitoring/Surveillance Systems, remote HD video, VOIP, and AR applications, require real-
time transport; using Cloud- based services could introduce high latency and processing delays, degrading the user
experience.

Two distinct Edge-Centric or Cloud-Based paradigms can be identified, oriented accordingly toward Data Ingestion and
Preprocessing, or toward Data Transport and Storage. In Edge-Centric architectures, Data Ingestion and Preprocessing
services are offered to local sensors and sources; timely, pre-processed data are transported to the Cloud for further
storage, extended multimedia content, history, or longer delays in response. In devices of the factory Flow become a
crucial need, and Network/Factory Control Centers appears as a distributed Open Data service for real-time status and
light load control.

1.1. Overview and Context of Edge-to-Cloud Integration

Due to characteristics such as the distribution of data sources and the often-significant distance that separate data
producers and data consumers, data integration in the Industrial Internet of Things (I110T) context is more complex than
in traditional data-science scenarios. Specifically, seamless Industrial-10T data-flows are not constrained to the traditional
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Data-Ingestion/Data-Preprocessing/Data-Transport/Data-Consumption pattern in which data can be preprocessed or
aggregated before transport. In many IloT scenarios, the operational architecture is composed of Edge nodes performing
a reduced set of Data Integration functions (especially Data Ingestion and Data Preprocessing) and Cloud nodes
performing the Data Quality, Data Security, Privacy Preservation and Data Analysis functions. As a result, data flows
are ephemeral: Edge nodes create data that usually transit over the network and are consumed by Cloud nodes, and the
data-creation and data-consumption operations frequently happen in different time scales.

Paradigm 1: Sequential Edge-to-Cloud Paradigm 2: Parallel Edge-to-Cloud

Edge-to-Cloud Data Flow

Data Ingestion Data Data Ingestion Data

Preporossing Preporossing
Ephehenal Data Flows

@ Different Time Scales @

Edge Node Edge Node

Fig 1: Orchestrating Ephemeral Streams: Bifurcated Edge-to-Cloud Architectural Paradigms for Asynchronous
Data Integration in Industrial 1oT

For practical deployment purposes, it is better to operate with architectural designs optimized for Edge and Cloud
Computing paradigms rather than integrated models. Hence, two Edge-to-Cloud Data Integration architectural paradigms
are introduced and discussed. Because these two paradigms focus on several of the Data Integration-related functions—
Data Ingestion, Data Preprocessing and Data Transport—although Data Quality, Data Security and Privacy Preservation
aspects are important and sometimes considered within these models, they are not within the present discussion.

Il. THEORETICAL FOUNDATIONS OF EDGE-TO-CLOUD INTEGRATION

Edge-to-cloud integration models for data exchange in sensitive industrial 10T environments can be understood
systematically in terms of the concepts that underpin their formulation and design. A coherent statement of these concepts
reveals that, despite the obvious heterogeneity of the implementation platforms, a number of aspects are common. These
aspects facilitate the definition of concrete instantiations of the models, and they can also be useful in comparing and
contrasting these different instances. Corroboration of the systematicity of the analysis is provided by the generality of
the resulting insights: they apply equally to both new and currently implemented edge-to-cloud integration models, and
they cater for the deliberate omission of the edge-processing facilities.

The Edge-to-Cloud model depends on a generalization of the concept of data quality, extending it to any kind of
functional data, whether it is input data, metadata, or control signals. The data-propagation phase extends from ingestion
at an edge device, through inter-edge communications, to the input of the cloud platform. Key features include data
management at the edge for efficient use of network resources, the local verification of integrity and completeness, and
the elimination of superfluous rotations. Special attention is given to data quality, trust, authentication, authorization, and
privacy and compliance aspects. The final phase encapsulates the processes that reduce the use of storage and computing
resources at both ends, the integration of diverse data sources for expanded analytics, the orchestration of edge devices,
and the adaptation of the network to specific event or condition changes.
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Equation 1) Data generation and ingestion (sensor — edge)
1.1 Per-sensor data rate

Let sensor i produce:

o sampling frequency: f; (samples/s)

e payload size per sample: b; (bits/sample)

Step-by-step
1. samples per second = f;

2. bits per second = (samples/s) x (bits/sample)
r; = fib; [bits/s]

N
Rraw = z T
i=1

Illustrative end-to-end latency decomposition

For N sensors, total raw ingress at the edge:

I Edge processing
I Network RTT
Bl Cloud processing
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2.1. Architectural Frameworks for Industrial 10T

Various architectural frameworks are proposed to develop and deploy seamless applications over I10T. They can be
classified into edge-centric and cloud-focused models based on the operational interoperability among local and remote
resources. Edge-centric architectures ensure that the communication capability constraints of wireless sensor and actuator
networks and the limited processing power of devices are not inadequate when they cooperate within the 110T. Ephemeral
datasets remain within the 11oT for processing without being transferred for far-edge, cloud, or hybrid-cloud processing.
The models are, to a certain degree, a particular case of edge computing and follow similar principles, with a focus on
lloT.

Cloud-focused architectural frameworks exploit the high resource availability of far-edge or cloud resources to support
data-preparation, data-enrichment, and data-analytics functionalities for the entire 110T, relying on a large amount of
spatially distributed data at the edge of the cloud. Data leakage and have the highest chance of being exploited for attacks,
and communication over the Internet is the least secure, so privacy-preserving approaches should be deployed for the
communication with these cloud resources on the other side of the Internet, together with security and trust mechanisms.
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111. ARCHITECTURAL PARADIGMS FOR INDUSTRIAL IOT

Two main architectural paradigms have emerged for large-scale, data-centric Industrial 10T applications. The first centers
on Edge Computing support for data acquisition and real-time processing, which allows for the early detection of
conveying faults and failures while limiting the volume of transported data. The second focuses on the Cloud Computing
back-end, which leverages the virtually unlimited compute and storage resources available to deploy complex data
analytics and machine-learning algorithms.

Although cloud-oriented solutions are more widely adopted, they also present various challenges, such as command and
control latency, limited bandwidth for data transport, and the uneven workload associated with event-driven data
generation. Edge-centric approaches, meanwhile, present their own disadvantages, including the vulnerability of edge
nodes, the cost of per-sensor inference, and the degradation of service quality due to insufficient resources. Hybrid
architectures that integrate both approaches allow for transport-relevant data preparation and enforcement of service-
level agreements (SLAS) at the edge while relying on the cloud for orchestration, management, and scalable back-end
analytics.

EDGE COMPUTING CLOUD COMPUTING HYBRID ARCHITECTURE
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Fig 2: Hybrid Industrial 10T Architectures: Optimizing Edge-to-Cloud Integration for Real-Time Analytics and
Scalable Infrastructure

3.1. Edge-Centric Architectures

Within the design principles and strategies for edge computing, two main categories emerge: edge-centric and cloud-
centric architectures. Edge-centric designs prioritize edge networks, making data sources the primary consumer of edge-
resident services. Edge servers perform pre-filtering, reducing transport costs and network congestion while offloading
data from the cloud. Such systems are recommended when Quality of Experience (QoE) is paramount and multiple model
inversion requests arise. The realistic scenario of an air quality sensor network illustrates the approach; sensors
continuously emit ephemeral TCP DAGS, and the QOE metric is the end-to-end delay. The large volume of emissions,
frequent TTL expiration, and burst pattern further motivate this architecture.
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Edge-centric architectures are also suitable for 10T Environment as a Service (IEaaS) scenarios, where users manage
sensors in a monitored environment employing cloud services for short-term tasks. Reliable edge resources execute
Ambient Intelligence applications that can be generated using a graphical programming language in the cloud. The
execution model leverages the disposable characteristic of the network, enabling a simplified reliability mechanism
through cloud supervision of edge devices. A dynamic feedback control loop system is proposed, allowing network
dynamic feedback to the edge devices to optimize resource consumption. A offline optimization policy is also introduced,
which, together with the feedback module, guarantees an energy-efficient network. These architectures are well-suited
for prototyping error tolerants applications.

Criterion Edge-centric Cloud-focused Hybrid

Resilience to WAN outage | 5 1 4

Centralized orchestration | 2 5 4

capability

Privacy exposure surface | 2 5 3

Best fit use-cases Real-time anomaly/fault | Batch analytics / predictive | Mixed real-time + long-
detection maintenance term analytics

3.2. Cloud-Cocused Architectures

Cloud-based paradigms are constructions that push the data assets to the cloud for longer-term storage or into a cloud
infrastructure for advanced processing. Such models are most useful when: (1) the data are ephemeral, without particular
constraints on quality, reaching the cloud at a much slower frequency in a consolidated form; (2) the actual data edge
devices’ capabilities are extremely limited and require most of the processing to be done remotely; or (3) the data need
to be merged with other data sources to reject untrusted information. Starting from these needs, the work further
investigates the plants and factories’ cloud-based architectures and proposes several complementary solutions for the
identified challenges.

Data elaboration at the cloud is well established in a variety of applications, mainly because of the underlying
infrastructure capability of using analytics tools to extract enriched knowledge from historical data archives. Hence, in
plants and factories, the issues in a cloud-only paradigm are related mainly to moving the data from the edge to the cloud
in a fast, secure, and trustworthy manner, with a focus on confidentiality, authenticity, reliability, and cost of the
communication. The aspects to consider when forwarding data to the cloud are, therefore, quality, security, and the overall
cost of the transfer by selecting the best routes and/or gateways. A cloud-centric model is also able to employ these data
for load-balancing the edge nodes, adapting their usage to the overall condition of the plant/factory.
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Effect of edge preprocessing on uplink bandwidth
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Equation 2) Edge preprocessing and “ephemeral” filtering (data reduction)

2.1 Filtering ratio — reduced uplink rate

Let p € [0,1] be the fraction removed at the edge (noise/redundant/expired ephemeral data).
Step-by-step

1. fractionkept=1—1p

2. uplink rate = raw rate x fraction kept

Ruplink = (1 - p) Rraw

2.2 Data-volume reduction over a window T
Raw data volume in time T:
Viaw = Rraw T
After filtering:
Vuplink = Ruplink T = (1 - p)RrawT
Reduction:
AV = Vraw - Vuplink =p RrawT

IV. DATA FLOW AND EPHEMERAL DATA MANAGEMENT

Ephemeral data stores, geolocation data governance, mobile semantization, and a two-layer architecture can enhance the
management of edge-collected data in Industrial 10T installations. Existing work highlights vulnerabilities in existing
data transport protocols for Industrial 10T, particularly Secure Sockets Layer (SSL) and Transport Layer Security (TLS).
These protocols have been successfully replaced with lightweight transport protocols supported by public key
cryptography, yet they remain inadequately understood and employed. Moreover, data quality, security, and privacy
during transport have not received adequate attention.

Existing middleware solutions have supported the development of common services that solve challenging data
publishing problems like location security, allowing clients to access location-based services confidentially and privately.
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Semantization of edge-collected data gathered through mobile sensing platforms has also been recognized as a critical
task that can be efficiently supported by existing middleware frameworks. Additionally, the seamless integration of short-
range wireless and cellular technologies has enabled the use of a middleware approach to difficult data-routing tasks,
such as delivering ephemeral data from mobile clients to the destination user.

4.1. Data Ingestion and Preprocessing at the Edge

During the acquisition phase, sensory information enters the system, triggering data processing and storage processes.
Edge-based pre-processing aims to filter out non-essential noise from physical sensor readings, collectively termed
ephemeral data in condition monitoring scenarios. This is crucial to ensure that only sensors conveying actionable and
relevant information are part of the data transit flow. Such intelligence also allows the shorter lifespan information to be
deleted directly at the Edge, saving network bandwidth when uploading to central Cloud repositories. Edge devices are
meant to manage light-weight, real-time, and time-critical information, e.g., specific surface temperature increase, engine
vibration above a threshold value. Thus, whenever a specific sensor exceeds a defined threshold, such an alarm can
activate other modules positioned upstream.

Data-quality deviations can stem from both device location and intrinsic sensor malfunction. Such undesirable aspects
can also be addressed by adopting Edge Readiness levels defined in ISO/IEC 30141. Each Edge device needs to show a
minimum acceptable qualification to be embraced in the overall system or an active ES. The sensitivity check considers
the physical installation of the device, data quality assurance mechanisms provided by the Edge device, and the
importance of the information conveyed to support decision-making. If an Edge device fails the quality check, its real-
time information can be temporarily discarded for immediate decision-making but uploaded at lower frequency (time
window) to the Cloud repository for further investigation. If delivering redundant information, a continuous service can
be maintained even side-lining the low-quality sensor.

4.2. Data Transport and Protocols

Data transport technology is integral to the integration of heterogeneous devices into a coherent system. Communication
protocol specifications may either allow full compliance with the definition of a canonical service, or introduce extensions
that compromise the integrity of the architecture (an example would be user-defined VT). Commercial grade IloT
platforms tend to simple sensor usage given pragmatic cost/effort constraints. In this case, commonly used transport
protocols, MQTT and AMQP, make sense. Adding rust-written protocol stacks such as ASUP or WebRTC also enhances
the 10T protocol toolbox. Transport protocols optimized on latency and limited bandwidth constraints of WSN
connections include the Unofficial Real Time Protocol, CTP, TTP or PTP, and partly also the Light-weight UDP-based
Data Framework.

Communication on the top level — the link between cloud and edge nodes — is expected to handle and process quite some
TSensing element data. Grabbing the RTT order of magnitude with a special purpose protocol seems more than
appropriate, and additional optimizations over clean Data Distribution Services should be considered, reverse path
included. Any stateful communication, e.g. WebRTC, over cloud edge networks allows coding of live connections and
state stream transfer to edge nodes, where these can then benefit from short access to higher dimensional models.

Equation 3) End-to-end latency model (QoE focus)

3.1 Latency decomposition

Let:

® Lege: €dge compute/preprocess latency

o L. network latency (often dominated by RTT + queuing)

o L.oud: Cloud processing/analytics latency

Step-by-step

3. event is generated

4. optional edge compute happens

5. data traverses network

6. cloud compute happens

7. response/actuation may traverse back (can be included in L)
LeZe = Ledge + Lnet + Lcloud

3.2 Network latency from bandwidth + queueing (simple)
If a message of size S bits is transmitted over bottleneck bandwidth B (bits/s), serialization delay is:
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|

Lser =
A minimal network term could be:

S
Lyet = RTT + B + Laueue

V. DATA QUALITY, SECURITY, AND COMPLIANCE

As Edges become an integral part of the Internet of Things (1oT) ecosystem, the resiliency challenges also increase. In
addition to stocking data at the edge for reuse later, intelligent mechanisms to properly manage data quality (DQ) at the
edge can support the reliability of the entire physical infrastructure. The edge can be a strategic place to guarantee the
quality of the data before forwarding to the central cloud. Different DQ aspects, such as trust, privacy, and user control,
are particularly critical. Different collaborative methods for providing user control and privacy of data in 10T can also be
effectively deployed at the edge.

Forwarding data for storage and future access by users requires a careful data-in-transit stage, mainly for security
purposes. Traffic management at the edge can also provide real-time authentication of the camera-generated streaming
requests for a best filtering location. Ephemeral data must also be handled with care, often transient in nature and
produced in high volumes. The preliminary ingestion phase’s immediate sinks store only the data arrays for basic
monitoring; other data-sharing policies deal with the actual utilization. Sharing them with third parties for further analysis
is essential but cannot clutter the bandwidth or grant access to privacy-sensitive content. Augmenting traffic at the Edge
with custom protocols or improving existing ones helps fulfil these needs.

5.1. Trust, Authentication, and Authorization

Trust management enhances data protection and promotes a secure communication channel for data transmission. In a
multi-user, multi-application, and multi-cloud environment, edge-based devices determine which data should be
delivered to which user. A Distributed Trust Management possibility for Edge Computing System is presented in a multi-
0T environment to optimize the Trust degree of the system based on the crucial role of trust management in a multi-
loT/Edge environment. The management grants more benign aids to those applications that are more beneficial to the
system, helping to solidify the trust level of these applications.

A multi-layer privacy-preserving scheme is proposed for 10T that protects users' data against either the edge or the cloud,
while allowing complex analyses of the data and ensuring user privacy in all situations. The Schemes propose multiple
privacy-preserving methods for different circumstances, while allowing the fashion model agent id to be used to query
user's modelling data. A Privacy-Preserving Online Supervised Learning scheme is introduced for the edge-cloud-based
loT. Sensor readings at the edge are computed and delivered to the cloud without any inference capability but with
privacy preservation such that the cloud still can collect the training data from the edge while ensuring the user privacy
indirectly.

Privacy preservation and authenticity mechanisms are essential for these data-sensitive applications involve mechanisms
for enforcing authorization policies, protecting sensitive data and degree variables in a collaborative way among platform
users that only authorized users are allowed to access. The Security and Privacy Supporting Data Policy Generation
Framework aims at helping the Industrial 10T platform users in generating a Security and Privacy Supporting Data Policy,
using security and privacy requirements of data-sensitive applications as a guideline for platform users to define the
corresponding security and privacy supporting data policy instance.
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Fig 3: Distributed Trust Management and Multi-Layer Privacy Preservation: A Framework for Secure Data
Policy Generation in Edge-Cloud 10T Ecosystems

5.2. Privacy-Preserving Techniques

Data privacy within Industrial Internet of Things (110T) services is challenged by increasing connectivity between 10T
devices, 110T applications, cloud services and users, resulting in unprecedented data exchanges. Processed data may
include confidential information, which, if disclosed or intercepted, might repute the reputation or brand of an enterprise
as well as personal and sensitive information related to end users.

Security approaches capable of preserving privacy in Cloud services can be classified as (1) trusted third party, (2)
information hiding, (3) secret sharing, (4) cryptography-based, (5) computing-over-encrypted-external data, and (6) data
access control mechanisms. For example, Users’ sensitive information can be concealed by altering, shuffling, or masking
its parameters before uploading it to the service provider. Also, Inside-outside Controller and Top-down Architecture for
Data Preservation that are residing into Cloud prevent in and out data leaks. Another privacy-preserving Cloud service
involves encrypting external data by using the Internet of Things (10T) private key and permitting users to retrieve
readable data from the nearest proxy server instead of 10T Cloud. Advanced Cloud computing technique integrated with
identity-based encryption enables Cloud users to carry-out efficient and secure data operations over encrypted data in the
Cloud without the derivation of multi-level encryption and decryption keys. External data privacy is preserved using
pseudoRandom function for different data owner with different key share.

VI. COMPUTATIONAL OFFLOAD AND RESOURCE ALLOCATION

Manufacturers are heavily investing in analytics at edge devices to achieve real-time capabilities and take preventive
actions on production lines. This is partially motivated by the cost saving associated with appropriate data reduction.
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However, a full-fledged solution is necessary to meet advanced analytics demands: Cloud resources enable live machine
learning based on a larger dataset and more complex models, which can be transferred back to the edge level and used
for inference before actual deployment. Cloud also spearheads policy decision making and seals the communication with
other company departments and business partners. These layered processing abilities can be exploited for the
orchestration of app availability, as cloudy services usually remain 24/7 open, whereas edge applications could be
periodically functional, based on the production schedule.

As production lines operate in an ephemeral nature, the best asset that the edge can offer is low-latency data ingestion
and preprocessing. The quality checks, semantic enrichment, and privacy steps are cheap services, which are tailored to
the local process. Thus, the tendency is to push the final inference step at the edge level to identify issues sooner and
react faster. The basic assumption is that the model already existed in the target edge worker. Additionally, edge resources
are mostly devoted to time-critical inference functionalities, so that every millisecond counts within the production
architecture. Data transport toward the Cloud should also be minimized to avoid another potential bottleneck in the
production flow. A forwarding strategy fulfilling both tasks is needed to reduce the volume of data that have to travel
through different departments and external providers.

Equation 4) Ephemeral data lifetime / TTL model
Let each data item have a time-to-live Trp; . Let t be time since creation.
Retention indicator
(1, t<Tr

1) = {0, t > Tro
If the edge buffer receives items at rate A (items/s), expected number of “live” items in steady state (Little’s Law style)
is:

Niye = AE[Trr]
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6.1. Edge Inference and Real-Time Processing

Inference at the Edge has become a key focus in many applications, even beyond Industrial Internet of Things (l1oT). It
is gaining importance since the deployment of Machine Learning (ML) and Artificial Intelligence (Al) applications has
fostered research on accelerated hardware that allows deploying trained models in embedded devices. Furthermore, the
need for real-time data acquisition, monitoring, and processing imposes low latency for the communication between the
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sensor and the unlike cloud-based solutions. Adhering to edge devices’ power and hardware limitations, near IoT
solutions must adapt themselves not only to processing the data locally but also to solve the resource-constraint problem
by developing and adapting models that are lightweight and able to meet accuracy requirements. In conditions where ML
or Al-based model generation can or must be performed at the cloud level, Ephemeral Data Management at the Edge is
sometimes required.

In real-time systems, a data-flow model is developed with the objective to demonstrate the suitability of the data-flow
approach for the common problem of face detection/recognition in enclosed spaces, such as airports or restricted areas.
The conditions imposed are a constant video stream captured by a camera positioned at a fixed position looking at persons
entering or exiting the environment.

6.2. Cloud-Based Analytics and Orchestration

Data analytics is mostly done in the cloud, where resources are abundant and costs for data storage are low. Data created
in the ephemeral data management process at the edge enables discovery and identification of unusual events,
advertisement of event patterns, detection of anomalies, short- and medium-term trending, long-term alerting, forecasting
and prediction, capability planning, situational and contextual awareness, data science, process mining, root cause
analysis, and should continue to be exploited for a wide variety of insights. Sharing of the edge-centric local intelligence,
especially innovative expansions of capabilities into event notification and pattern identification, is often considered a
fundamental and desirable characteristic of a matured environment.

Detection of edge-centric responses, or of other significant and unusual events by the responsible stakeholders in near
real-time, remains a critical requirement, especially for safety, injury, and accident avoidance applications. However,
reliable near-real-time recognition of important processes and situations generally requires the realization of collaborative
Self-aware networks as also discussed in Self-aware networks, in which disaster-scenario response teams at control
central become part of the process to receive analysis emphasis for edge-centric, and long- and medium-term major event
pattern ranks for application to other scenarios. When vital or critical data is missing, or cannot be processed, the cloud
interval becomes less cost sensitive and a full range of analytics are normally executed upon the complete dataset.

Clearly outlined processes and responsibilities are needed to enable the offload of decision-making power and
responsibility to the Edge. A range of event type patterns of interest should be developable through natural learning
(bottom-up learning), irrespective of dedicated resources having been aimed at achieving this aim, and should be actively
published and monitored by Knowledge repositories with the edge nodes recognizing the detected important Event types
and forwarding them to the proper responding stakeholders and teams, with detection of possible correlations across
multiple edges. These processes and behaviours should resemble a well-functioning Eco-System. A self-aware
management and awareness capability ultimately remains as a goal for Data-science/Natural Intelligence Management-
oriented approach.

VII. CONCLUSION

Edge-to-cloud data integration models in the context of Industrial Internet of Things (I10T) applications have been
studied, presenting the reasons for continuous data flow from the Edge to the Cloud and vice versa. Various types of data
arising from I1oT edges are being continuously ingested and, at some points, retained for future use according to their
value at rest. A number of requirements for the Edge-to-Cloud integration of 11oT systems have been identified and
corresponding models have been defined, discussing Edge and Cloud roles in the process. A collection of known
paradigms for designing 10T systems is presented, with emphasis on data processing flow and temporariness of data at
these instances.
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Data Transport Function

Fig 4: Unique Strategic Weighting (Functional Roles)

Edge-Centric paradigms emphasize real-time processing and data traffic reduction by means of hybrid Al inference
techniques, while Cloud-Focused architectures define the Cloud as a mandatory resource for analytics and orchestration.
In pursuit of the different Edge and Cloud strategies and responsibilities for each architecture type, two complementary
models for these 10T components have been devised: Data Ingestion and Preprocessing Function and Data Transport
Function. The specifications address data quality, security, compliance, computational offload and dynamic resource
allocation aspects. The analysis shows how these functions streamline Edge-to-Cloud integration for both Edge-Centric
and Cloud-Focused paradigms, facilitating the construction of tailored 10T systems.

7.1. Final Reflections and Future Directions

The integration of edge and cloud computing creates a synergistic relationship that strengthens both ends of the overall
architecture, balancing resource constraints, extensibility, and responsiveness. Such integration is crucial for Industrial
Internet of Things (110T) applications, where Edge servers handle fast data flows and enable real-time processing, but
major decision support is consolidated in the cloud. However, because debug and retrain cycles typically happen in the
cloud, continuous adaptation to changes in the process distribution is impeded by the difficulty of transporting large
volumes of data for training purposes. An Edge-to-Cloud Data Integration Model (ECDIM) combines edge devices and
cloud services with a specialized data flow that reconciles these two concerns by optimizing ephemeral data
management—data that remains relevant for a limited time.

ECDIM allocates edge-computational, -network, and -storage resources; assesses the quality, location, and content of
Edge data flows; supports the transport of selected data batches to the cloud; and manages the lifetime of the Edge data
store so that it contains a sufficient quantity of recent data of adequate quality to justify the cost of sending it to the cloud
for retraining. The model can be applied in a variety of ways according to the specific application and objectives, thus
paving the way for the development of a digital twin—an accurate virtual representation that reflects changes in the real
production environment within the Edge system. This operational framework constitutes a transversal concern and may
be deployed in conjunction with Reliability-Centered Maintenance (RCM) to provide holistic support for data-quality
issues, including data trust, authentication and authorization mechanisms, privacy and confidentiality requirements, and
regulatory compliance.
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