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ABSTRACT: Even modest-sized organisations face intense regulatory pressure to provide instant assurance that high
volumes of financial transactions satisfy their risk and compliance controls. Yet current approaches adopt a slow batch-
cycle mentality, lacking observable data provenance, whose absence challenges trustworthiness, experiment outreach
and risk-based prioritisation. This paper investigates scalable data engineering architectures that deliver audit assurance
on a continuous basis in a manner that meets the needs of businesspeople and machine learning practitioners alike.
Architecture-level choices, trade-offs and evaluation metrics guide a selection of the numerous available solutions in
the Process and Production phases of the Data Engineering Life Cycle.

Data Observability refers to the dimension that focuses on quantifying and reporting the quality, reliability and
trustworthiness of data within a platform. With increasing volumes of data being processed for insight and analysis,
understanding how data quality is met and maintained is vital. Data observability enables organisations to
systematically quantify these parameters, visualising baselines over time and providing alerting and reporting to allow
ongoing adjustment to business-critical processes and systems. Data Provenance fills the evidential gap underneath data
observability. Data provenance provides a record of the origin and history of each item of data throughout its life cycle,
typically including details from how original data was captured, processing steps applied and how it was published to a
risk or compliance assurance system. The absence of data provenance in a high-volume data environment reduces the
trustworthiness of those systems. In risk-based approaches to data assurance this often leads auditors to perform
extensive outward experiments, logging few internal checks; resourcing operations for seen risks instead of unseen
assurances.

KEYWORDS: Observation, provenance, transactions, data ingestion, change data capture, streaming platforms,
message brokers, data warehouse, data lakehouse, transformation pipelines, schema evolution, anomaly detection, risk
scoring, data governance, access control, data lineage, audit trail.

L. INTRODUCTION

Security and compliance considerations impose stringent requirements on financial data management, necessitating
transparency, provenance, and log records for detection and investigation of abnormal patterns alongside functional
workloads. Traditionally, auditing is conducted by periodically making batch copies of core business data. An
architecture formalism for real-time audit of database transactions is presented for web-scale systems using scalable
data engineering principles. Section 1 addresses the motivation and proposed architecture goals. Section 2 considers the
principles that guide the selected architecture choices. Sections 3, 4, 5, and 6 analyze the solutions for the four layers of
the architecture.

Financial databases, in addition to supporting business transactions, implicitly support audit and compliance functions.
Audit functions require transparency into business transaction data and logging of all corresponding changes. Audit
release of production data for testing must be governed under strict rules. In critical applications, such as bank fraud
detection, it may be necessary to detect altered states or transaction sequences. Risk-scoring fraud detection
applications operating on the financial transaction data may also require access to the data before anomaly detection is
complete. As a result, audit requirements impose constraints that strongly influence the design of the underlying
database systems—and therefore the database data engineer.

1.1. Motivation and scope

The recent digitization of banking services and related data flows, combined with an increasingly hostile cyber-threat
landscape, demands the implementation of strong automated controls to ensure compliance with regulatory standards.
Emerging regulations related to transaction data security and control in the financial domain require the consistent, real-
time auditing of all financial transaction data. Traditional financial transaction auditing architectures typically use
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periodic batch refresh of data in dedicated data warehouses that are consumed by renewed reports or dashboards. Real-
time transaction auditing, which requires instantaneous availability of risk analytics and scoring, is a naturally
appealing alternative. Its architecture provides near real-time data availability for fines, anomalies, rule violations, and
risk scoring. Such real-time architectures also allow for enhanced monitoring of transaction data by providing dedicated
analytics that exploit data consistency and integrity.

Possibly the most threatening risk to the above analytical pipelines relates to the completeness of data ingested into the
architecture. This question is particularly critical during batch refresh modes, as historical data completeness is
enforced only for the duration of each of the insert-copy-refresh cycles. Other properties, such as being observably
auditable, are usually overlooked in such analytics-refresh learning scenarios. Streaming architectures with continuous
processing address these aspects very well, although not necessarily without sacrifice; guarantees that remain in effect
in the event of node failure; care must be taken when allocating resources for testing and enforcement, as these
resources directly affect the accuracy and availability of the test controls.
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Fig 1: An adaptive and real-time based architecture for financial data integration

1.2. Stakeholders and requirements

A formal overview identifies stakeholders and requirements for scalable real-time auditing of financial transaction
systems. On one hand, compliance and operational risk teams demand low-latency data and alerts for breaches of set
tolerances; on the other, proximal developers clearly recognize the challenge of successfully monitoring for such
breaches and propelling alerts into lower-risk ai-software for hardening.

The risk hath o'erleapt! — William Shakespeare, Macbeth, Act III, Scene IV

Equation 1: Decompose latency by architectural stage (debuggability/observability)
Add and subtract intermediate timestamps:

ng)e = (ti(ni;est - tcgcijnmit) + (tl(ailze - tig;est) + (D - tf!ﬁe)
Define:
* Lige = tinge ~ Loonmit
® Lgfgeamﬂstore = tl(ailge - ti&i;est
Lg))mpute = ts(ci?)re - tl(ailze
Then:
L(el2)e = Lfild)c + ngeamﬁstore + Lg))mpute
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II. ARCHITECTURAL PRINCIPLES FOR REAL-TIME AUDITING

Real-time financial transaction auditing systems must provide a significant capacity for observability and transaction
provenance to differentiate them from other data processing and analytics systems. The requirements for consistency,
availability, and partition tolerance (CAP theorem) for such systems are also examined.

The architecture must allow stakeholders to observe all aspects of auditing transformation pipelines without significant
latency. Multiple dimensions should be observable, allowing content, accuracy, and process aspects to be scrutinized,
not just performance. Observability beyond basic metrics is also key, requiring the integration of statistics, ML model
monitoring, and data quality tools into a common view.

The architecture should also accommodate detailed transaction provenance to provide clarity on the source, inversion
point, and risk attached to any alarming transaction falling outside pre-defined thresholds. Evolutionary processes for
the storage and enrichment of provenance data not only satisfy governance requirements but also enable greater
contextualization of the transaction history.

Auditing real-time transactions is inherently difficult, requiring a careful balance of the CAP tradeoff. Typically, fraud
detection models prioritize high availability and partition tolerance at the expense of consistency by allowing
transactions to flow through the system in both directions (fraud detection and legitimate detection) to manage errors
proportionately.

Equation 2: SLO check (as suggested by SLI/SLO validation in the paper)
Scalable Data Engineering Archi...

Define an indicator:

. o7 (D)
1{L%). < 10 min} = {1 if Lz, < 10
0  otherwise

Over a window W (e.g., 1 hour, 1 day), the latency SLO compliance is:
1 .
SLOw (W) = WZ 1{L8, <10

iEwW

2.1. Observability and provenance

Financial transaction auditing encompasses risk detection and fraud detection components. Real-time infra-structure for
risk detection ensures that both positive and negative signals feed back into operational workflows and can be acted
upon quickly. Online transaction processing (OLTP) systems typically aggregate transactions in near real time into
analytical stores, allowing detection of risk signals using analytical models. Observability and provenance of data allow
business analysts and developers to reason about the quality of both historical and real-time models. Audit log analysis
of the infrastructure ensures the integrity of both these processes.

Without adequate observability, it is difficult to diagnose why a particular risk signal fired or understand the relevance
of the historical models used to calculate such a signal. At a minimum, a Layered Data Mart approach should be
preferred, in the sense that the variable definitions of each Ready-to-Ship variable become the source-of-truth
definitions for that variable. Automated validation, similar to the SLI/SLO (Service-Level Indicators/Service-Level
Objectives) concept in site reliability engineering, should also be employed when producing risk signals. Signals
computed within the development environment should have their predictions compared against the predictions of
deployed models to validate the applicability of the model in production.
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Fig 2: Data Observability Metrics

2.2. Consistency, availability, and partition tolerance considerations

Possessing conflicting requirements for high availability and wide-area distribution, retail bank transaction auditing
architecture necessitates flexibility and the fine-tuning of trade-offs. With a focus on the auditing function, the
architecture design embraces eventual consistency while limiting the delay for most applications. Focusing primarily on
retail-banking transaction auditing, consistency, availability, and partition-tolerance considerations are shaped by the
fine-tuning of trade-offs.

Banks possess specialized systems supporting customer accounts, contact databases, and fraud analysis, and lower-
latency volumes of customer transactions such as those from credit cards, ATM and point-of-sale transactions, and
online banking. These applications demand high availability and low query latency, forcing banks to rely on replication
and geographical distribution even across a single data centre. Such conflict leads to the classification of banking
functions into three categories: those where partition tolerance is paramount and therefore consistency can be
sacrificed; those requiring consistency, including some, but not all, transaction-processing systems; and those needing
partition tolerance without strict requirements for consistency. The auditing subsystem sits squarely in the first class,
with retail transactions that must be available for fraud analysis without requiring strict consistency.

The design enables transactional auditing to achieve near real-time update-to-query latency without sacrificing
integrity. Change-data-capture from the transactional databases of multiple credit-card and payment-processing
partners uses reliable messaging without strict semantics. The distribution of these messages is regionally optimized
while remaining available in a cross-region response. Anomaly detection, using compute-once-store-more, supports a
broad range of users with various business-levels of transaction expertise and risk tolerance.

III. DATA INGESTION AND STREAM PROCESSING

Financial transaction data is maintained by multiple heterogeneous systems, including account instruments, cards,
restrictions, transfers, payment systems, and identity management. These systems do not guarantee that the data is
always consistent and fail-safe, so change data capture mechanisms are usually put in place to extract modifications and
replicate them into data lakes. To enhance consistency of data and accelerate its consumption, these changes can be
published to a streaming platform and made available together with the information produced by transactional systems.

Change data capture captures and streams changes from the source database to a streaming platform. The changes for
base tables are usually encoded using a PubSub mechanism, such as Debezium, where every change is inserted into a
specific topic in the streaming platform. Change events are then consumed and streamed into the data lake. Most of the
stream processing layer is implemented using a scalable Kafka Streams solution, where every change is routed to a
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query task based on the destination table. Data is then transformed into a respective Snowflake schema and written into
the data lake. The streaming elements of the architecture manage the full lifecycle of data from the source system to the
data lake while enhancing data quality.
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Fig 3: Data Ingestion Architecture

3.1. Source systems and change data capture

Commonly used relational and non-relational databases often serve as source systems for transaction data ingestion into
an auditing architecture's processing and analytics layer. A well-supported change data capture (CDC) mechanism
enables the automatic detection and exporting of modifications made to these systems. For external sources, such as
external APIs, file systems, and NoSQL document stores, changes are scraped at set intervals, typically using pull
architectures. In such cases, true change event semantics cannot be guaranteed, but approaches that optimize load on
the source can be used. Data redundancy in the CDC products can be handled later in the architecture through de-
duplication mechanisms or by leveraging the data freshness properties of the subsequent systems.

Ideally, data from all source systems is ingested in real time or with minimal latency. This requirement typically means
that data moves around as a continuously growing stream of near-real-time data instead of being processed or
transferred in batch mode (for instance, using daily night jobs). Data ingestion in real time or with low latency can
often complete tasks at a lower cost due to reduced infrastructure and human-operating expenses. Instead of replicating
the data continuously from operational systems into a reporting system, which can be complicated to maintain,
establish a logical archive or audit store in combination with a replication mechanism and an additional non-DC-
confined system that detects change events from the sources and applies them to the archive or audit store. The audit
store contains the same information for these two systems and can provide a single record of transactions across all
systems, particularly for security-sensitive transactions.

Equation 3: Batch/window completeness
In a time bucket (or logical batch) IW:

®  Nyroduced(W): number of events the source claims were produced (from source logs / CDC offset ranges)
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®  Ningesied(W): number actually observed in the streaming/audit pipeline

Define completeness:
Ningested (W)

C(W) =—="" " -
N, produced (W)

M(W) = Nproduced (W) - Ningested (W)

Pick a threshold (example: 99.9%):
1{C(W) = 0.999}

3.2. Streaming platforms and message brokers

For processing streams of records, a messaging broker or streaming platform is required. Both allow client apps and
enterprise architecture elements to communicate according to a publish-and-subscribe model. A messaging broker
brokers the messages while a streaming platform combines the functions of a message broker with log compaction and
durable data storage. The members of the most widely adopted open-source streaming ecosystem—Apache Kafka,
Kafka Connect, and Kafka Streams—are implemented in production systems run by enterprises of every size. They
have become a de facto standard. Other broker platforms such as Confluent or AWS MSK offer fully managed cloud-
based options. In contrast, software programs such as Apache Pulsar, Redpanda or Redis Streams support only some of
the Kafka capabilities. Key features of streaming platforms and message brokers include high throughput, low latency,
multi-tenancy, fault tolerance, message retention capabilities, decoupled producers and consumers, message delivery
guarantees, and exactly-once semantics.

For producing or consuming a data stream to trigger business processes, a message broker implementation such as
Apache ActiveMQ is a good choice. Different scenarios call for specific platforms. For example, ActiveMQ,
RabbitMQ, or AWS SNS are often used in conjunction with Amazon SQS for an asynchronously decoupled
architecture. Apache Pulsar might be a sound choice for domain-specific content-based routing or message-driven
processing. Airflow or Apache NiFi could be used for data-in-transit transfer. They would not be a good choice for
triggering business processes. In other scenarios, either Kafka or AWS Kinesis can be used for decoupled components.
They are often the only option if massive bandwidth is needed. In one approach, all the internal information services
locate data in Kafka and access it via SQL for consumption inside or outside the enterprise.

IV. DATA STORAGE AND LAKEHOUSE SOLUTIONS

In data management, auditability often implies immutability. Once data ingestion systems have observed a state
transition in a source system, subsequent alterations must be reflected in downstream services. This imperative suggests
interaction patterns consistent with an append-only log, where information about past states is still accessible. Real-
time auditing systems violate this fundamental principle when presenting user-facing views in a highly aggregated
form: decision-support tools serving true production use cases should mirror patterns of use for source data. Keeping
these data sources regularly refreshed through batch exploration systems with reasonably low latencies may be
sufficient to ensure that such delta views reflect reality more accurately than user recollections. Even so, system
architectures should allow for future exploration of evolving past states, allowing forensic users to follow potentially
important histories.

Prominent across the many collected definitions of the term lakehouse is the use of low-cost, scale-out storage to house
full fidelity source data including files and objects replicated from external systems via change data capture protocols.
An architect will thus tend toward lakehouse implementations of the move and store building block pattern, with suited
systems of ingestion and analytics capable of handling footprints that are highly sparse and unevenly distributed
through time. A sensible low-latency view over lakehouse data requires a systems-centered rather than data-centered
model: use of a database designed to optimize its internal structures for real-time transactions and scoring—and
regularly refreshed by a batch pipeline serving the lakehouse at minimal overhead—will be more than fulfilling.
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Fig 4: Data Storage and Lakehouse Solutions

4.1. Immutable immutable storage patterns

Real-time environments are subject to heavy load variations and burst transactional activity. As a consequence, using
the lake-house methodology is an obvious option. Data are stored in object storage based on a file-system (primary
data) with an immutable format. Query engines interact with the data in a lazy, demand-driven way by building a
virtual view and executing it when queried. However, the distribution of a lake house on a file format normally induces
an overhead. In addition, the data must be up to date, and therefore one also requires a near-real-time update of the
views. An immediate way to minimize overhead latency that does not require complex architectures is to create a
materialized view for the last second or several seconds, with the risk of being read erroneously in a busy system.

4.2. Real-time views vs. batch refresh

For near-real-time reporting use cases, the lakehouse supports periodic refreshes of real-time views populated with
mutable data. During refresh, information about the modifications is written to a staging area while the main immutable
zone is kept in read-only mode. The lakehouse ecosystem detects that a new set of modifications is available, triggers
resolution, and publishes a new version of the real-time view populated by the refresh. Because modifications
originating from the main data source systems are often written outside business hours, only transactions that occurred
during that period are staged.

If the need arises to manage the cost of read queries on the real-time views, they can reside in a different data partition
whenever there is demand to process the associated DataFrame. The pipeline responsible for staging the modifications
includes a high-level parameter to control the partitioning of these views, moving them in or out based on elasticity
considerations.

Eventually consistent atomicity guarantees are often acceptable when working with storage systems that manage data
reliability and consistency in a decentralized, ephemeral, probabilistic way. During the usual course of operation,
assurances of full consistency for finite sets of transactions can rarely be achieved, making it difficult to release
application partitions to the rest of the system without impacting the final outcome.

Equation 4: Duplicate/replay handling (common with CDC + “reliable messaging without strict semantics”)
Let:
® Ny (W): total received events
®  Nunique (W): unique events after dedup (by event _id or (pk,Isn))
Duplicate rate:
Ntotal(W) - Nunique(W)
Ntotal(W)

D(W) =
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V. PROCESSING AND ANALYTICS LAYER

The productionization of any analytical model emphasizes the need for a monitoring and alerting layer that surfaces
models at risk. Pipelines enabling positive and negative risk scores across the financial portfolio can be a solid
foundation for a risk management function. Data-driven decision makers require the latest possible information to
minimize exposure and the servers providing this information should be enabled such that an SLA of <10 minutes can
be achieved.

Many internal business partners want to quickly validate the accuracy of data in a new system prior to cutover, and
static reports against a complete-depth table could satisfy this. Positive exposure to credit risk of trading counterparties
is an area of intense scrutiny due to regulation, and revenue recognition process areas are constantly under the
microscope. A product built for the data audit and anomaly detection space could be used across businesses to identify
subtle problems and document their resolution.

Fast-moving financial products such as FX and CMBS harvest lot detail from booking databases. While this
information originates in transactional systems, their architectures are based on the premise that assets have a quick
lifecycle and that a data lake ETL enabler supporting a near real-time risk or P&L position can have batch refresh. The
introduction of risk scoring and anomaly detection would push demand for these products into the months at minimum
business calendar cycle time.

5.1. Transformation pipelines and schema evolution

Data transformations are often implemented in streaming pipelines that make necessary changes to the data for
downstream systems as soon as possible. Monitoring capabilities are integrated into the pipelines to enable fault
localization and alerting in case of issues. These monitoring capabilities generate alerts when processing latencies
exceed expectations, when schema changes are detected in raw data and not handled correctly, when anomaly detection
models detect data drift, or when other rules indicate an emerging problem.

Streaming pipelines easily deploy models from the analytics layer to append-model classes such as scoring and
classification. Refreshing the models on a batch schedule would introduce higher latencies and risks since the
conditions could change and require quick retraining. Anomaly detection models can be refreshed in a semi-automated
manner by constantly evaluating incoming training data and generating a retraining alert when sufficient data for a new
model is available. Data-schema evolution is supported either by using schema-on-read patterns in downstream systems
or through auto-evolution configurations in the transformation layer. The pattern flows when these aspects are taught
from their inception are critical to avoiding later issues.
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5.2. Anomaly detection and risk scoring

A variety of techniques can be employed to detect anomalies and assign risk scores. Each detection/scoring
implementation should be refined based on objective model validation and an explicit business understanding of false
positives/negatives and their sensitivity across different implementation areas. Risk scores assigned by models that use
different underlying techniques (statistical tests, supervised machine learning, unsupervised learning, etc.) and/or take
different perspectives can often be combined. For example, the scores from a model detecting outliers in refunds can be
aggregated into a single score for each individual making a refund. Similarly, separate scores for different aspects of
fraud detection can be computed, such as those for suggesting suspicious transactions, noting suspicious refund or
transfer requests, and identifying transaction partners with a long history of being blocked for fraud.

Regardless of the detection/scoring area, features relevant to the area of concern must be determined and created. One
approach is to build features primarily from the application-level business risks represented in DBT-layer tables, which
have more business context than the raw source-system data structured via CDC processes in the transpiled-layer
tables. Such feature sets can be built for different types of analytical approaches/models in relation to a specific risk.
Once a suitable feature set exists, a variety of techniques can be used to create a risk score, which can be rolled up to
various levels of hierarchy based on its scope. An alternative approach is to create features from the raw transaction
content and then combine the resulting risk scores.

Equation S: Observability metrics formalization (what “Fig 2” implies)
e Freshness at time ¢:
o Let taxbe latest event time successfully published.

F (t) =t — tmax

e Schema change rate:
SCR(day) = #schema changes per day

e Error rate:
NC!TO]’S (W)

ER(W) = —os 2
Nprocessed (W)

VI. DATA GOVERNANCE, PRIVACY, AND SECURITY

Architectures for auditing transactions in real time reveal multiple demands for governance, privacy, and security that
are addressed by various building-block technologies. These demands create a tight coupling among architectural
elements and require careful consideration of provenance support, data-model choice, and privacy protection through
access-control models. Auditing typically rises to sensor and operable status, demanding both the data-product models
from source systems and pervasive validation for all business-sensitive data flows.

Data governance is the collection of processes and functions that ensure the availability, usability, integrity, and
security of data used in an organization. In data engineering, it is often related to lineage, privacy, and access control.
Privacy impacts how sensitive data are labeled, how sprinkling is employed for choice queries, and how data-access
APIs are constrained. Because auditing products may easily have sensitive information, control should resort to a least-
privilege model: no user or process should have more privilege than is necessary for the task at hand. Provenance
enables reliable tracing of records through the system and ensures that any information that must remain secret does not
leak through an apparent-vantage operation.

6.1. Access control models and least privilege

Data-generated insights are not valuable if unauthenticated users can access them. Besides controlling access to risk-
model, ML checkpoints, and archival or decorators data, organizations should also put models on mission-critical data
in their connected systems to ensure data governance demands are respected. A governance-by-obscurity principle
offers another complementary access control model, applying an obfuscation filter directly when the data is used, only
revealing the information that the user is entitled to see. PDPA requirements for sensitive customer information can be
handled privately and without affecting the overall architecture.

Data exposure and update trails are essential when addressing sensitive data or information. Access to PDPA -protected
data can be controlled using a governance-by-obscurity concept. By continuously tagging such sensitive attributes in
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the transactions when they arrive, an additional access-control layer functionality for masking the sensitive data can be
implemented. An additional step can check the necessary permissions of the user accessing the data. The data is stored
in an encrypted state, and the decryption keys are only exposed to users who have access to the data, following the
"need to know" principle for access control. Events generated from model use can also be logged as part of the audit of
these sensitive data.

6.2. Data lineage and audit trails

Access control mechanisms that enforce the principle of least privilege are critical in any enterprise architecture that
uses an external platform for data storage and computing. Storing personally identifiable information (PII) without
appropriate safeguards can lead to a loss of competitive advantage or regulatory violations; revealing proprietary
algorithm details could render these unique propositions useless. Although lakehouses facilitate dynamic change-data
capture and minimize the operational overhead of maintaining multiple data formats, unintended data leaks are
possible.

Provenance for all batch and stream-processing operations must be guaranteed, ensuring that analysts working with
prepared datasets are aware of any modifications that have been applied. Observability features and built-in monitoring
can help, but organizations must also apply fine-grained access-management policies for each table, column, and row,
even for data packaged for presentation. Audit trails must span external cloud resources, data governance and
observability tools, and other platforms that are integrated with the ecosystem, enabling analysts and operations teams
to backtrack and detect the reason for any anomaly or unexpected event with minimal effort.
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VII. CONCLUSION

Emerging technologies can enhance these systems. Real-time virtualized views over transactional data can now be
created with data-lake technology for forward-looking detection. Sensor data connected to financial transactions allow
monitoring of countries and customers for anti-money laundering purposes. Geolocation for credit card transactions
implies risk scores enriched with machine-learning models for scam detection. Ideas initially developed for online
game management systems can be reused for fraud detection and real-time communication with customers. Graph
databases enable the output of end-user-dedicated graphs to assess customer relationships with instant notification on
wise or fraudulent situations. And the growing relevance of open-source tools such as Airflow enables the
implementation of light-weight-but-reliable engines for control and obsolescence alerts.
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An agile development approach allows rapid prototyping and incremental improvement of the data engineering layers
sustaining these solutions. Requests for new features or changes are accommodated and delivered in weeks, rather than
months or years. These environments can adapt and incorporate changes from the business and regulatory worlds at the
speed of a click.

While real-time video and audio monitoring solutions use well-crafted convolutional neural nets, risk-scoring services
usually rely more on assembling well-designed features, perhaps by shallow models or rule engines. Because analyst-
led custom features may affect risk sensitive processes, updates to existing risk-scoring models should be carefully
considered to reflect an appropriate trade-off of risk and recall; recall is often irretrievably.

SLI Definition Why it matters

Ingestion completeness C = ingested / produced Detect missing CDC/messages
End-to-end latency L=t available -t commit Meet <10 min SLA for risk scoring
Freshness F=now -t max_event Staleness of analytical view
Schema change rate (SifyR = #schema_changes / Uncontrolled evolution alarms
Duplicate rate DR = duplicates / total CDC replays, idempotency issues

Table : Example observability metrics table

7.1. Emerging Trends

Among emerging trends in data engineering is the increasing use of so-called “’lakehouse” storage solutions, which
bring together the advantages of data lake and warehouse systems while avoiding some of their weaknesses. A
lakehouse allows raw and processed ingested data to be stored and queried from the same place, merging different
optimization strategies and unique functionality in a single solution. Jiang et al. propose lakehouse architecture
elements and interoperable systems to simplify operationalizing end-to-end machine learning workflows.

Many industrial applications have the ability to leverage batch processes without modifying user-facing services. A
common practice is to refresh an analytical view once a day with the previous day’s data or to add another night’s
worth of data to a view built from one of the previous days. As part of a batch process, an analytical view might avoid
the cost of maintaining the current accurate view and instead only refresh it with belated but accurate changes.
Nonetheless, moving from bulk processing to real-time updates in a risk-scoring solution does incur consideration.
Audio, video, and photo services seek to detect and respond to anomalies after the occurrences, classification,
embedding, searching, recommendation, and enhancement have been processed. The key challenge in such designs is
overcoming inappropriate timing. For example, developers often want to access appropriate products after the user has
checked out.
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